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tiers of problem-solving

 Using a tool
» Writing a scraper
* Undocumented APls

* Intercepting browser requests
 Pack-ratting with HAR and WARC/WACZ files




A solution: instaloader

import instaloader

= instaloader.Instaloader()
.login(username, password)

profile = instaloader.Profile.from_username(L.context, "catrepublic")

for index, post in enumerate(profile.get_posts()):
if index >= 10:
break
L.download_post(post, target=username)
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import instaloader
import getpass

L = instaloader.Instaloader(
download_pictures=True,
download_videos=True,
download_video_thumbnails=True,
download_geotags=False,
download_comments=True,
save_metadata=True,
compress_json=False

try:
L. load_session_from_file('dangerscarf')
print("Session loaded")
except:
username = input("Enter your Instagram username: ")
password = getpass.getpass("Enter your Instagram password: ")

try:
L.login(username, password)
print("Login successful!")
except instaloader.exceptions.TwoFactorAuthRequiredException:
print("Two-factor authentication required.")
code = input("Enter the 2FA code from your authenticator app or SMS: ")
try:
L.two_factor_login(code)
print("Two-factor authentication successful!")
L.save_session_to_file()
except instaloader.exceptions.InstaloaderException as e:
print(f"Two-factor authentication failed: {e}")
except instaloader.exceptions.InstaloaderException as e:
print(f'Login failed: {e}")
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import asyncio
from tiktokpy import TikTokPy

(Cl

async def main():
async with TikTokPy() as bot:
# Do you want to get trending videos? You can!
trending_items = await bot.trending(amount=5)

for item in trending_items:
# @ you can like videos
await bot.like(item)
# or unlike them
await bot.unlike(item)
# or follow users
await bot.follow(item.author.username)
# as and unfollow
await bot.unfollow(item.author.username)

+

davidteather.github.io/T ikTok-Api/

*

g
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import yt_dlp

urls = [
"https://www.youtube.com/watch?v=N5wvtYRYbfA",
"https://www.youtube.com/watch?v=5MHEMedLWel",
"https://www.youtube.com/watch?v=d6ipSIy7MEK",
"https://www.youtube.com/watch?v=ZsVlvsxfnxw",
"https://www.youtube.com/watch?v=b8e9YgvkKgc",
"https://www.youtube.com/watch?v=ThcOvtnWY0o"

ydl_opts = {

downloads
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‘format': 'bestvideo[height<=720]+bestaudio/best[height<=720]",

'merge_output_format': 'mp4',
‘outtmpl': 'downloads/S(title)s.%(ext)s’,
}

with yt_dlp.YoutubeDL(ydl_opts) as ydl:
ydl.download(urls)
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« > C % playwrighhdevlpython/
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« Undocumented APIs

* Intercepting browser requests
 Pack-ratting with HAR and WARC/WACZ files




Sl pEEeLE | INTERMEDIATE

Findings and using undocumented APIs

Time: Friday, March 7, 3:30 - 4:30 p.m. (1h)
Location: Gray's Bay, 8th fl, eighth floor (BYO)

SHOW FEWER DETAILS

This tutorial will introduce reporters to an exciting and often overlooked data source found
on every website. You will learn how to find and use hidden APIs as a reporting resource,
and hear about how this data source has been used in past reporting. We'll be working off
this scripted documented: https://inspectelement.org/apis

This session is for reporters who want to diversify their data sources. You don't need to write
code: we'll teach participants to find hidden APIs in your web browser, but knowing some
coding will let you to unlock detailed and rich datasets hidden in plain sight. Laptops will be
provided.
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solution: intercepting APl calls
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@

async def process_response(response):

if response.ok and response.url.startswith("https://www.tikt

e[/
parsed = urlparse(response.url)
m = hashlib.md5()
m.update(parsed.query.encode( 'utf-8'))
m.update((await response.text()).encode('utf-8'))
filename = m.hexdigest()

end = parsed.path.lstrip("/")
path = Path(end).joinpath(filename).with_suffix("
path.parent.mkdir(parents=True, exist_ok=True)

print("Writing content to ", path)

query = parse_qs(parsed.query)
query = {k: v[0] for k, v in query.items()}

content = {
‘url': response.url,
‘query': query,
'headers': await response.all_headers(),
'data': awailt response.json(),

path.write_text(json.dumps(content, indent=2]
except Exception as e:
print("Error processing response", e)

page.on("response", process_response)
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© search
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he problem: they change
(and we’re lazy!)
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tiers of problem-solving

 Pack-ratting with HAR and WARC/WACZ files
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B www.tiktok.com.har




{} www.tiktok.com.har X
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en&app_name=tiktok;we

{
v:path",
/?WebIdLastTime:@&aid=1988&app_language=

"name'':
“/api/recommen

nyalue':

+
{

"name' :

hyi=iie

d/item_list

n:gcheme",
Ln 6087, Col21 Spaces: 2 UTF-8 LF {6 JSON @ Go Live

Whttne"




. yzer import HarParser
import json
import base64
import hashlib

def make_filepath(response):
parsed = urlparse(response.url)

# Hash the query parameter
m = hashlib.md5()

import jmespath
# the full path is based on the URL LI [PRNCES 6 (2

?ath = Path(parsed.net1
1f len(path.name) > 200
path = path.with name (
th. L path.name|[-50:
path = path.w1th_suffix(f".{hash}.jsor"‘])
pd

len(result)

return path
def qecode_response(response):
if response.textEncoding ==

content =
else:

content = response. text

'base64':
base64.b64decode(response.text).decode('utf—8')

if isinstance(content, str):
try:
# If it's ? JSON string, parse it to
conFent = Json. loads(content)
except Json.JSONDecodeError:

Pass # Keep as string i ;
return content ng if not valid JSon

——

an object

S and the résponse.text to make a unic

"www.instagram.com.hérf
- path("output").jolnpa

filename = th(filename)

output_folder

har = HarParser.from_file(filename)

content_type='application/jsor

for page in [ s ries(status_code=‘200‘,

entries = page.filter_ent
for entry in entries:

° content = decode_response(response)
should go
th(response)
(filepath)

# Find out where it

ilepath = make_filepa
fl--p bt folder.ioinpath

OC)-jOinpath(parsed_p result = jmespath.search("sectional_items[x*].layout_content.fill_items[]", content)

g~ = e sp—g~—-

entries = page.filter_entries(status_code='200"', content_type="application/

for entry in entries:

try:
content = decode_response(entry.response)

if content is None:
continue

filepath = make_filepath(entry.response, guess_extension=False)
path = output_folder.joinpath(filepath)

# Save based on content type

path.parent.mkdir(parents=True, exist_ok=True)

if isinstance(content, (dict, list)):
path.write_text(json.dumps(content, indent=2))

elif isinstance(content, str):
path.write_text(content)

elif isinstance(content, bytes):
path.write_bytes(content)

print(f"Writing {path}")

ayYrant Fxrentinn ac e:



HAR Data Extractor X or

25 jonathansoma.com/har2data/

HAR Data Extractor

Transform JSON API responses from HAR files into CSV format

Drag and drop HAR file here

By your buddy Jonathan Soma. See the code at jsoma/har2data




the problem

 Giant files!!!
* Chunking!!!
« Base64 encoding!!!

« Other things | probably don't even know about yet!!!
* (But they do also sometimes work, too, it just depends)
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WARC (Web ARChive) file format
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Used for web-accessible content in archived state,
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CDX_Index, CDX Internet Archive Index File
ARC_IA, Internet Archive ARC file format.
9zip, GZIP. According to Archiveteam org, WARC files are often compressed using gzip,

May have component
Has earlier version

Ili

resulting in a -Warc.gz extension

76 Views In cases where the warc.gz file needs to randomly accessed (namely, as part of web archives accessible page-by-page),
i 913 this will consist of one gzip stream for each WARC record, concatenated together Wwhich makes for a valig 9zip file). This
Publication date a
. allows any single record to be accessed by an offset, and (when the entire file is decompressed) also preserves the
Usage 6 Favorites original WARC,
Topics
English
Language
. 371.4M OPTIONS
ltem Size 371.4 DOWNLOAD
i hive (WARC) file format
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Web Archive JSON Extractor X o

25 jonathansoma.com/warc2data/

Web Archive JSON Extractor

Extract and analyze API requests from web archives (WARC/WACZ files). This tool finds JSON API requests
made by web pages and allows you to explore and export the data.

Drag and drop WARC/WACZ files here, or click to select files

API Requests JSON Content (Click on a field to select its path)

Filter by path... Sort by:  Default

Select visible

No API requests found. Upload a WARC/WACZ file to begin.

JQ Path: Enter JQ path (e.g., .data.items[@].name)
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